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Cel ebrating the 61st Sabah Day (31 August) and Mualaysia Day (16
Sept enber), special callsign 9M61S will be active from 23 August to
16 Septenber. @QSL direct to P.O Box 20469, 88761 Luyang, Sabah,
Mal aysi a.

Team 9MLZ will be active fromthe "Senporna Islands", Sabah, East
Mal aysia during the first half of September. They will be QRV from
four islands: WMbul (1-4 Septenber), Tinba-Tinba (5-7 Septenber),
Mat aki ng (8-11 Septenber) and Pom Pom (12-15 Septenber). Look for
activity on 80-6 nmetres SSB, CW FT8/FT4 and RTTY. QSL via LoTW
Club Log's OQRS (see https://ww.qgrz.com db/9MLZ for the links to
the four logs, which will be uploaded separately), or direct to
OWBZZK or 9MBW N.

Hel i copter operations for the CY9C DXpedition (26 August-5 Septem

ber) will begin at 12 UTC on 24 August: "the first flight to St
Paul Island w Il be with several team menbers on board. The first
priority will be sending the tents and other infrastructure gear to

the island. The airlift of gear wll take all day on the 24th.
Pl ease be patient as there is a |lot of work that nust be conpl eted
to build the canp. There is very little soil (ground) on the North-
east Island as it is essentially a large rock. W nay have to dril
anchors into the rock to secure our tents and antenna masts. At
this point, the weather |ooks favorable for the airlift of gear and
team nmenbers”. See https://ww. facebook. conl groups/ 1455659374986029
for updates.

CYQ9C will run 6 stations on 160-10 netres, and one station for VHF/
UHF/ EME and satellite. At any given tinme, a mininmmof 3 stations
will be using the new SuperFox FT8 node. Their planned operating

frequencies: https://t-rexsoftware.com cy9c/frequencies. htm QSL
via Cub Log's OQRS (preferred for both direct and bureau cards),
LoTW or direct to WAADAN.

Tom N2W.G wi |l be active as ES51IW.G from Rarotonga (OC-013), South
Cook |slands on 1-8 Septenber. He will operate CWand digital nodes
on 40-10 netres. QSL via LoTW or via hone call.

Speci al event callsigns EGLSDC- ERSDC (1-7 Septenber) and EH1LSDC
EHOSDC (8-15 Septenber) w il be activated to commenorate Day of
Asturias and the principality's patron saint, popularly known as
the Santina de Covadonga. This is the 40th edition of the 'SDC
speci al event. Also active will be EX0SDC (1-15 Septenmber) and
ED3SDC (14-15 Septenber). QSL for all callsigns via EALAUM (direct
or bureau), LoTWand eQ@SL. See https://santina.dxfun.com for nore
i nformation, including online |ogs and downl oadabl e certificates.
Menmbers of the RadioPole Associatif REF-40 (FAKLM w | be active
as TMIOIPC from 28 August to 8 Septenber during the Paris 2024
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Paral ynpi c Ganes. (@QSL via F6DZU and LoTW Several other speci al
callsigns are expected to be active during the event, including
TM2024JPP, TMR2024PG  TM24JPO, TM24JPP, TMA2JP, TMb1JP, TM53PARA,
TMB7PR, TM/7PO, TM78OGP.

F - To comenorate the 80th anniversary of the liberation of Wngles
during WW 1 (2 Septenber 1944), the local radio club (FAKLR) will
be active as TMBOLW on 31 August, 2 Septenber and for another 13
days wuntil 9 Novenber. Al SSB and CW(Q@0Cs wll be confirned
autonmatically via the bureau and eQSL; FT8 QSCs will be confirned
via e@L. [ TNX F6AJA]

I SO - Guseppe, IKEBWM will be active again as IMC from San Pietro
I sland (EU-165) on 1-15 Septenber. He will be QRV on 40-2 netres.
QSL via hone call. He is in the process of clearing the backl og of

his past activities; requests for direct and bureau cards are being
processed slowy but surely, so please be patient with him

OoHO - Martti, OH2BH will operate CWas OHOB fromthe Al and |slands on 24-
25 August. QSL via OH2BH.  This will be the CwWpart of the OHOAM
outing [425DXN 1736] that nmade nearly 4200 QSCs nostly on FT8 and
SSB. The lottery is still open for contacts nade with OHOAM and
this weekend's OHOB operation. Just send a note of your QS0s to
oh2am60@mai | .comto participate in the lottery. The prizes are 10
copies of "Atlas of QSL Cards" (https://atlasofgsl.con). The |ot-
tery draw wi Il take place on 19 Septenber.

N - Menbers of UBA' s Groupenent De Verviers wll be active as ORB0OUSA
on 1-15 Septenber and again on 16-31 Decenber. The special callsign
comrenorates the 80th anniversary of the liberation from Gernan
occupation and the Battle of the Bulge during Wrld War Il, events
in which the US nmilitary was heavily engaged. QSL via the bureau to
ONAGDV.

W - Matt, AF2F has been active from Long Beach Island (NA-111) since 19
August and will remain there "for a few weeks". In his spare tine
he is QRV as AF2F/ 2 on 40-10 netres CWand FT8. @QSL via LoTW dub
Log, or via hone call. [TNX DX Wrl d]

YL - Special event callsign YL35WAY will be active on 23-31 August to
comenorate the 35th anniversary of the Baltic Way. On 23 August
1989 hundreds of thousands people formed a human chain spanning
across Estonia, Latvia and Lithuania, demandi ng the reestablishment
of the independence of the Baltic States. QS0Os will be uploaded to
LoTW eQ@SL, and QRZ Logbook; see https://qgsl.services/event/YL35WAY
for downl oadabl e certificates and QSLs.

GQRP CLUB'S GOLDEN JUBI LEE ---> Forned in 1974 by Rev. George Dobbs, G3RIV
(1943-2019), the GQRP Club pronmptes Low Power Radio. Celebrating the club's
50th anniversary, GSLOW and all its regional variants (GBLON d5L0W
&5L0W GvbLOW GUBLOW and GABLON will be QRV on  1-30 Septenber. |In addi-
tion, seven special callsigns wll join the celebrations from Austria
(OE50LOW, Finland (O50LOWN, France (TMbOLOW, Germany (DVBOLOW, Italy
(I RBQRP), Romani a (YP50QRP) and Spain (EGLOWN. Commenorative certificates
will be available for chasers: https://ww.gqrp.com 50years. ht m
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Access to the main functions of www 425dxn.org is provided by the 425DXN App
for Android. It is available on Google Play - free of charge, no ads. Enjoy!

ARRL | T SECURI TY | NCIDENT: REPORT TO MEMBERS ---> Sonmetine in early My
2024, ARRL's systens network was conprom sed by threat actors (TAs) using
i nformati on they had purchased on the dark web. The TAs accessed headquar -
ters on-site systens and nost cl oud-based systens. They used a wi de variety
of payl oads affecting everything from desktops and | aptops to W ndows-based
and Li nux-based servers. Despite the wide variety of target configurations,
the TAs seened to have a payload that would host and execute encryption or
del etion of network-based IT assets, as well as |launch demands for a ransom
paynent, for every system

This serious incident was an act of organized crine. The highly coordinat-
ed and executed attack took place during the early nmorning hours of My 15.
That norning, as staff arrived, it was inmediately apparent that ARRL had
becone the victimof an extensive and sophisticated ransomware attack. The
FBI categorized the attack as "unique" as they had not seen this |evel of
sophi stication anong the nmany other attacks, they have experience wth.
Wthin 3 hours a crisis nmanagenent team had been constructed of ARRL manage-
ment, an outside vendor with extensive resources and experience in the
ransomware recovery space, attorneys experienced wth managing the | egal
aspects of the attack including interfacing wth the authorities, and our
i nsurance carrier. The authorities were contacted imediately as was the
ARRL Presi dent.

The ransom demands by the TAs, in exchange for access to their decryption
tools, were exorbitant. It was clear they didn't know, and didn't care, that
they had attacked a small 501(c)(3) organization with |imted resources.
Their ransom demands were dramatically weakened by the fact that they did
not have access to any conpromising data. It was also clear that they be-
lieved ARRL had extensive insurance coverage that would cover a nulti-
mllion-dollar ransom paynent. After days of tense negotiation and brinknan-
ship, ARRL agreed to pay a $1 mllion ransom That paynent, along with the
cost of restoration, has been largely covered by our insurance policy.

Fromthe start of the incident, the ARRL board net weekly using a continu-
i ng special board neeting for full progress reports and to offer assistance.
In the first few neetings there were significant details to cover, and the
board was thoughtfully engaged, asked inportant questions, and was fully
supportive of the teamat HQto keep the restoration efforts noving. Menber
updates were posted to a single page on the website and were posted across
the internet in many forums and groups. ARRL worked closely wth profes-
sional s deeply experienced in ransomvare matters on every post. It is inmpor-
tant to understand that the TAs had ARRL under a magnifying glass while we
were negotiating. Based on the expert advice we were being given, we could
not publicly communicate anything informative, useful, or potentially antag-
onistic to the TAs during this tine frane.

Today, nobst systens have been restored or are waiting for interfaces to
cone back online to interconnect them Wile we have been in restoration
node, we have al so been working to sinplify the infrastructure to the extent



possible. W anticipate that it my take another nonth or two to conplete
restoration under the new i nfrastructure guidelines and new standar ds.

Most ARRL nenber benefits renmined operational during the attack. One that
wasn't was Logbook of The World (LoTW, which is one of our nopst popul ar
menber benefits. LoTWdata was not inpacted by the attack and once the envi-
ronment was ready to again permt public access to ARRL network-based
servers, we returned LoTWinto service. The fact that LoTWtook | ess than 4
days to get through a backlog that at tinmes exceeded over 60,000 |ogs was
out st andi ng.

The board at the ARRL Second Board Meeting in July voted to approve a new
commttee, the Information Technol ogy Advisory Conmittee. This wll be
conmprised of ARRL staff, board nmenbers with denonstrated experience in IT,
and additional menbers fromthe |IT industry who are currently enployed as
subject matter experts in a few areas. They will help analyze and advi se on
future steps to take with ARRL IT wthin the financial neans available to
t he organi zati on.

We thank you for your patience as we navigated our way through this. The
ermai | s of noral support and offers of IT expertise were well received by the
team Although we are not entirely out of the woods yet and are still work-
ing to restore minor servers that serve internal needs (such as various
emai |l services like bulk mail and sone internal reflectors), we are happy
with the progress that has been nmade and for the incredible dedication of
staff and consultants who continue to work together to bring this incident
to a successful conclusion
[Ed: the above infornmation was first shared with ARRL nenbers via enail on
21 August, and then nmade available to the public at large on the ARRL'Ss
website: https://ww.arrl.orqg/ news]

ARRL SYSTEMS SERVI CE DI SRUPTI ON: DXCC ---> Wiile WAS and VUCC applications
are being processed, and certificates and endorsenent stickers are being
mai | ed, "work is continuing to return the DXCC systens to service", the ARRL
announced on 22 August. "DXCC award processing, including the Online DXCC
application system is unavailable at this tinme. Wiile all DXCC user data is
secure and unaffected, we have taken the precautionary neasure of keeping
the service offline wuntil we can ensure the security and integrity of our
net wor ks" .

N5J ---> Pulled the plug and went QRT at 17 UTC on 20 August, and the team
departed Jarvis Island on 21 August at 02.30 UTC. According to Cub Log,
106, 883 SCs were made with 21,296 unique calls. Conplete statistics are on
https://clubl og. org/ charts/?2c=N5J#r .

¥** 425 DX NEWS ***
*kkkk k% @L RQJTES *kkkk k%

Edited by 11JQ & | KIADH
Direttore Responsabile |2VGN


https://www.arrl.org/news
https://clublog.org/charts/?c=N5J#r

3V8SS LX1NO HL79V 6KOM- SP8OLNW SP3PDO
4X0A AX1VF Il 1PV | QLGE SUIXK VEL1AYM
5E61PG EA7FTR J43LH SV3QUP T441J RWSHS
7Z1A0 EC6DX J88BTI EASGL T45FM RWSHS
A2NEW EA7FTR KP2B EB7DX T47C | K2DUW
AT2SPACE VU2 UUU LRBFTDMC F1ULQ TF WI8P EASGL
AT78I VU2JCS LZ156DD LZ2VP TMLAEL F1EOY
C21TS MDOXO LZ302I T LZ1KCP TMR2LH DL7BC
CB2FT CE2LK NL8F N7RO TM2LW F4ELJ
CWbX CX2ABC CHOAM CH2TA TMBTDFF F8G&Z
cXaT | K2DUW QJI0JR CH3JR TMBOBLG F6CQU
D4UM SQQUM ONAPRA ON8JJ TMBOCAL F5BNJ
D93H DS1TUW ovr X DL2JRM TMBODP FAGPB
DK100DDSR  DL2BIJW PAS5NTA PA1K TOBFP DJ4MX
DVBOI OTA DL2VFR PD6AB PD7URK TU5JZ F5MFV
DU3/ FAEBK FAEUO PF24GP PA3EFR VP8KCA GBKC
E51EME ZL1RS PV2K EASGL WP3C MOOXO
ED2FPA EA2RCA PWT PT7WA YJOVK MDOXO
El 0CAR El 4JR RI OKA RzZ3EC YPOTA YO3GN\D
HBOI LLW HBI9FVR S79VvU NAGNR ZB2LGT ZB2BU
HF65KIM SPO9KJIM SF6B SA60HM ZD8CGB EASGL
HFBOKGEB90G SQLFO SNOWFF SP5C Z\V8T PS8HF
HH2 AA EB7DX SO1944LI1 B SQZ ZX9X PTIODX
CEOYHO Jose Barrera, Correos Chile, 2779001 |Isla de Pascua, Chile
DS1ITUW Hojoong Ji, 506-dong 2002-ho, 816 Geumha-ro, CGeuntheon-gu,
Seoul 08646, Korea
oa0C Juha Vanhat al o, Lehtimaentie 11, Fl-45610 Koria, Finland
TMDBSM Di etmar Worgull, Sudstrasse 33, 53757 Sankt Augustin, GCernany
Z\\8C Fernando R da Silva Junior, Rua Tonaz de Area Leao 1615,

Teresi na -

Pl ,

64049- 630, Brazil
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The deadline is 12 UTC on Fridays
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